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ElGamal Cryptosystem (CS) Elliptic Curve Cryptosystem (ECC)
PP=(strongprime p, generator g); PP=(EC secp256k1; BasePoint or Generator G; prime p; param. a, b);
p=255996887; g=22; Parameters a, b defines EC equation y?=x3+ax+b mod p over finite field

Cyclic multiplicative group:

F=1{0,1,2,3,...,p-1}; + , = ,® - , (except division by 0
Zp*:{1,2,3=---,p'1}; *mod p, -mod p- P { » 1% 3P } mod p, “mod p, “mod p modp( P y )

Prk=x; PrKecc=z;
>> x=randi(p-1); p~ 22048, x™ 22048 >> 7=randi(p-1). p~ 22%; z ~ 22%;
PuK=a=g*mod p. PuKgcc=A=z*G.

Alice A: x=[I05586; -=210649132; Alice A: z=Jl; A=(Xa, Y2);

In 2024.11 Donal Trump declared America to be a Bitcoin country.
Possibly inspired by Elon Musk.

Anonymity in Blockchain
Ring signatures in ECDSA - Monero

Let Alice opened her Bitcoin account with Bitcoin Address by generating her private key Prk=x and public key PuK=a.
We assume that PuK=a are linked to Alice Aaddress in Bitcoin.

In Bitcoin and other Blockchains the Address is computed as a function of user's public key:
Addra = F(PuK) and consist of several dozens of decimal numbers.

Cryptocurrency transaction

No. Pajamos-Incomes ISlaidos-Expenses Likutis-Balance
In1. Client1: 1000 Sat 1000 Sat Fo —
In2. Client2: 2000 Sat  Outl. Firm 5: 1700 Sat 1300 Sat Sum ”DZ Inpud?s =
In3. Client3: 3000 Sat Out2.t Firm 6: 2300 Sa 2000 Sat = St pf /Mf/;p/fs
In4. Client4: 4000 Sat Out3. Firm 7: 6000 Sat Divizididit
Total 10 000 Sat 4000 Sat 6000 Sat Wit 5{
Unspent Transaction Output - UTxO paradigm
j?;{ — Jp00 Transaction - Tx
\7% Lyl = AFOD
In2 =2p00 —
tw2 = 2300
Tn3 = 2000 ?M WW%OM ——>
Consoct
, = Hpoo _
hi Outpurt Ex3= o000
UTxO ﬁ
e

Transaction (Tx) information in simplified form consist of the following information:
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1. The address of Tx creator.
2. The sums of Incomes and addresses of senders.
3. The sums of Expenses and addresses of receivers.

AddrA
Alice has a certificate Certa for her PuK, = a = g* mod p.
(1 _m1=2000 A m3=1000 g
Dl——— prka=x > PrKg=z
— PuKg=e
(3 _M2=3000 PuKa=a m4=4000 :
R
TXA
UTxO

Schnorr Signature

In the case of Schnorr cryptosystem our simulation is performed with Public Parameters:
PP =(p, g); p=268435019; g=2; p=int64(268435019)
By having PP private key PrK and public key PuK are generated:

PrK = x <-- randi(p-1)

PuK = a = g*mod p.

Alice ~
T — ‘/oﬂ'*-‘," u <-- randi(p-1).
Bob —»  Sign . r= gu mod p
m ::'-5:; key h =H(M]|r). >> con=concat(M,r)
m < ‘ >> h=hd28(con)
P ;}5 s=u+xh mod (p-1). (*)  >> s=mod(u+x*h,p-1)
Alice’s signature on his o = (r, S).
Bob
v l . . PuKa=a Notice that it is infeasible to find x from (*), when
x::’ <«— Verify | @ | s and h are given, since there is 1 equation (*) and 2 unknowns u and x.
' Alice_'s
poie Ny Signature is valid if:  gsmod p = rah mod p. (Eq.1)
V1 V2
Anonymization

But Alice do not want that all her incomes belonging to her Address were known and therefore and she prefers to be
anonymous to the Net.

Then she creates a set of Addresses by generating a set of private keys {PrK; = x;} and a set of public keys {PukK; = a;},
where i=1, 2, ..., N.

But! There are the situations when Alice must prove some subjects that she possesses some amount of money
distributed among a lot of her accounts and transactions with different addresses.

For example, she could pretend to tax concessions - (mokesciu lengvatos) (according to the law) and she must prove to
certain Investment Company that she possesses sufficient amount of money.

In this case she must prove that she controls some accounts with this sufficient amount of money for investment.

In this case Alice must prove that her transactions are authentic (i.e. are created by herself) by proving that Puk=a
belongs to her, e.g. using Certificate issued by Certificate Authority for PuK=a, but at the same time she remains
anonymous for other part of the Net.
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(

A4 Tx1

A Tx3
m1 = 2000 m3 =1000 _
Prk = x 5 £ PrKy = Xy mS = 4000
PuK=a= Puk,=a,= | Sign(Xy, m5)=
=g*mod p - gxl mod p =o1=(r1, S1)
_ Certaon a _
m2 = 3000 Addr, m4 = 4000 Addr sTO
Investment
A Tx2 A4 Tx4 Company (IC)
Requires to invest
m6 = 1000 Prk; = x» PrK; = x, at least
PuK;=a,= m8 = 3000 PuK,=a,= 5000
=g mod p =g?modp| M9 =3000
m7 = 2000 Sign(xz, m9) =
Addr2 Addr2 =02=(r2, S2)

In Monero blockchain for anonymization Alice is using Ring Signature, instead procedure presented above.
It is interresting to compare the realization effectivity of procedure presented above and procedure based on
Ring Signature.

Compare realization effectivity of DEF Schnorr multisignature with ECC ring signature computing the number of
Discrete Exponent Function Operations - DEFO: a = g" mod p
Elliptic Curve Cryptography Operations - ECCO: EC point multiplication by integer z*G =P.

Schnorr-Multi-Signature
De-anonymization in BlockChain

Let the GoS is: {S1; S2}.

Sy,
PFK1:X1, Pu Klzal;

u1 <-- randi(p-1);
ri=g“! mod p;
h1=H(Tx3||r1);

s1=u1 + x1hy mod (p-1);

o1 = (r1, S1).

All members of GoS have their private and public keys:

So;
PrKy=xy, PuKs=ay;

Uz <-- randi(p-1);

r,=g"? mod p;
ho=H(Tx4||r2);

S>=U2 + X2h2 mod (p-1);

o2=(r2, S2).

o12= o1%02 = (r1, S1)*(r2, 52) = (R12, S12).

Anonymous Group of Signers (GoS) must sign on different transactions with different private keys.
In this case the group consist of 2 anonymous addresses Addrl and Addr2 belonging to Alice.

How to join signatures o1 = (r1, s1) and o2 = (r2, S2) to the one signature op = (rp, Sp).
Schnorr multisignature solves this problem.
Individual Schnorr signatures are multiplied by the special multiplication operation.

Ri2=ri*r mod p = gu* * gu2 mod p = gut+u2mod®-1) mod p.
S1 = 51+5, mod (p-l) — [(81:U1+ thl) + (52=U2 + thz)] mod (p_]_) = [ Ui+ xihi + ux + X2h2] mod (p-l).
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GosS signature verification:

g52mod p = R12 * (a1)" * (a2)"2mod p. (EQq.2)
V1 V2

Correctness:
gslz mod p=g (s1 +s2) mod(p-1) mod p=g s1 mod(p-1) * g s2 mod(p-1) mod p=g¢ (ul + x1*h1) mod(p-1) * g (u2 + x2*h2) mod(p-1) mod p=

=ri*(a)M*r2* (a2)?mod p =
=r1*r; *(a)M* (a2)"?mod p =
= R12 *a;"1* a;,"2 mod p.

Compare it with a single Schnorr signature verification in (Eq. 1)
g*mod p =rah mod p. (Eq.1)
V1 V2

But to form the Schnorr multisignature may everyone since o1 = (r1, S1) and o2 = (r2, S2) are available to anybody.

Alice to prove her identity against Investment Company (1C) it is required to sign the signature
c12= 61%02 = (1, S1)*(r2, S2) = (R12, S12) with her PrK=x:

u <-- randi(p-1);

r=g“ mod p;

h=H(c12 ||r);

s=u + xh mod (p-1);

By obtaining signature ¢ = (r, s).

The signature o = (r, s) is verified by PuK1=a using the verification equation from above:
gsmod p = rah mod p.
V1 V2
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